IHamsaTka
IJIsE 00y4aromuxcsi 00 nHGOPMAIMOHHOM 0€30IACHOCTH JIeTeH

HEJIb351

1. Bcem nmoapsin coo01maTh CBOK YaCTHYIO HH(POPMALIIIO

(Hactosimue ums, pamunuio, TenedoH, agpec, HOMEp LIKOJIbI, a TAKXKE
dboTtorpaduu cBou, CBOCH CEMbU U JIPY3€il);

2. OTKpBIBaTh BIOKEHHBIE (halIbl SJIEKTPOHHOM MOYTHI, KOTa HE
3HACIIb OTIIPABUTEIS,

3. I'pyOuts, mpuaupaThcsi, OKa3bIBaTh JIaBJICHUE — BECTHU Ce0s
HEBEXJINBO U arpeCCUBHO;

4. He pacniopsikaiicsi AeHbraMu TBOEH CeMbHU 0€3 pa3pelnieHus CTapIIux
- BCET/1a CIIpaliuBall POAUTEINIEN;

5. He BcTpeuarics ¢ THTEpHET-3HAKOMBIMHU B PEAIILHOU KU3HU -
ITOCOBETYWCS CO B3POCIIBIM, KOTOPOMY JIOBEPSCIIb.

OCTOPOKHO

1. He Bce nuiyT npasay. Yurtaeus o cedbe HenpaBay B MMHTepHeTe —
cO0O0III1 00 ’TOM CBOMM POJIUTEIISIM WJIH ONEKyHaM;

2. ITpurnamaroT nepenuchiBaThCs, UTPaTh, OOMEHUBATHCS - IPOBEPD,
HET JIK NOABOXA;

3. HezakonHoe konupoBanue ¢aiisioB B HTEpHETE - BOPOBCTBO;

4. Beerga pacckasbiBaid B3pOCIbIM O IpoOJieMaxX B CETU - OHU

BCET/a ITIOMOTYT;

5. Ucnonb3yit HaCTpOUKH 0€30MaCHOCTU U MPUBATHOCTH, UTOOBI HE
MOTEPSATh CBOM AKKAYHTHI B COLICETIX U APYTUX MNOpTaIaXx.

MOKHO

1. YBaxai Ipyrux noJjib30BaTeliei;

2. llonp3yembest UHTEpHET-UCTOYHUKOM - JI€al CChUIKY HA HETO;

3. OTKpbIBaii TOJIBKO T€ CCBUIKHU, B KOTOPBIX YBEPEH;

4. OO1maTbcs 3a MOMOIIBIO B3POCIIBIM - POJIUTENHN, ONEKYHBI U
aIMHUHUCTPAIMS CAUTOB BCETAA IIOMOTYT;

5. Ilpotinu oOydeHue Ha caiite «CeTeBUYOK» U TOJIYy4Yd MacopT

1M poBoro rpaxaaHuHa!

NHpopMannoHHas NaMATKA Il 00yYAOLIUXCH IS pa3MeLleHus
Ha opuuuaabHbIX UHTEpHET-pecypcax

C KaXIbIM TOJIOM MOJIOJIC)KU B MHTEPHETE CTAHOBUTHLCS OOJIbIIE, a
IIKOJIbHUKY OJTHU U3 CaMbIX aKTUBHBIX I0JIb30BaTenen Pynera. Mexny
TE€M, IOMUMO OTPOMHOI'0 KOJIMYECTBA BO3MOXKHOCTEM, UHTEPHET HECET U



mpoOJieMbl. JTa MaMsATKa JOJDKHA TOMOYb TeOe 6€3011acHO HaXOIUThCS
B CETH.

KomrbroTepHbie BUPYCHI

KoMIbIOTEPHBIN BUPYC - 3TO PA3HOBUAHOCTh KOMIIBFOTEPHBIX
porpamMM, OTJIMYUTEIILHON 0COOCHHOCTHIO KOTOPOM SIBISIETCA
CIIOCOOHOCTH K Pa3MHOKEHUI0. B 10oMOTHEHNE K ’TOMY, BUPYCHI MOTYT
MOBPEAUTH WM MOJHOCTHIO YHUUTOXKUTH BCE (Pailyibl U JaHHEIE,
MOJAKOHTPOJIbHBIE TT0JIb30BATEN0, OT UMEHHU KOTOPOTO ObLIa 3amylieHa
3apax€HHas MPOrpaMma, a TAaKKe MOBPEAUTh WK TaKE YHUUTOXKUTh
OTIEPAIIMOHHYIO CUCTEMY CO BceMU (paitinamu B 1iejioMm. B GosbiinHCTBE
CJIy4aeB paCIpPOCTPAHSIIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTtoapbl 3aIUThI OT BPEIOHOCHBIX TPOTPAMM:

1. Ucnionb3yi COBpEMEHHBIE ONEPATUOHHBIE CUCTEMbI, HMEIOIIIHAE
CEpPbE3HBINA YPOBEHB 3aAILLUTHI OT BPEIOHOCHBIX MPOTrPAMM;

2. IlocTositHHO ycTaHaBiIuBail nauyTu (UPPOBBIEC 3aIIATKUA, KOTOPHIE
aBTOMATUYECKH YCTAHABIUBAIOTCS C IIETBIO TOPAOTKU MPOTPAMMBbI) U
JIpyTrue OOHOBJICHUS CBOEH omnepallMOHHON cucTeMbl. CKaunBa ux
TOJIBKO ¢ ouuuanbHoro caira paspadorunka OC. Ecnu cymiecTByer
PEXKUM aBTOMATHUYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. Paborail Ha cBOEM KOMIBIOTEPE MO ITPaBaMu MOJIb30BATENS, & HE
aJMUHHUCTpATOpa. ITO HE MO3BOIUT OOJIBIIMHCTBY BPEAOHOCHBIX
MIPOrpaMM MHCTAJUIMPOBATHCS HAa TBOEM ITEPCOHATBHOM KOMITBIOTEPE;
4. cnosib3yd aHTUBUPYCHBIE IPOTPAMMHBIE TPOAYKTHI

W3BECTHBIX MPOU3BOJIUTENICH, C aBTOMAaTUUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3UYECKUN JOCTYN K KOMIIBIOTEPY IS

MMOCTOPOHHUX JIMIL;

6. Vicnonb3yii BHENTHUE HOCUTEIU HHPOpMAIIUU, TaKKE KakK (Jierika,
JTUCK WK (hailn U3 UHTEPHETA, TOJIBKO U3 TPOGEPEHHBIX UCTOUYHHUKOB;
7. He oTkpbIBail KOMIIBIOTEpHBIE (Pailyibl, OJTYYEHHBIE U3
HEHaIEKHBIX UCTOUHUKOB. J{axke Te ¢aiiibl, KOTOphIE IPUCIaT TBOM
3HAKOMBIW. JIydIiie yToOUuHH y HETro, OTIPABIISLI JIU OH TeOE UX.

Ceru WI-FI

Wi-Fi - 370 He BUJ Iepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb
openn, mapka. Emie B 1991 rony Hunepnanackas KOMIaHus
3apeructpupoaia openss « WECAy, uro o003Havano
cinoBocoyeTanue « Wireless Fidelity», koTopblii nepeBOAUTCS Kak
«OecpoBOIHASI TOYHOCTH.

Jlo Hamero BpeMeHH JIo1iia apyras abopeBuarypa, Kotopas



SBJISICTCS] TAKOU e TexHoJioruei. Ito abopesuatypa « Wi-Fi». Takoe
Ha3BaHUE OBLIO JaHO C HAMEKOM Ha CTaHJIapT BBICHINI 3BYKOBOM
texHuku Hi-F1, 4To B nepeBojie 03HaYaeT «BbICOKAsi TOUHOCTHY.

Jla, OecruiaTHBI UHTEPHET-IOCTYM B Kade, OTeNsAX U

a’ponopTax ABISETCS OTIUYHOW BO3MOKHOCTBIO BBIX0O/Ia B HHTEPHET.
Ho MHOrue skcnepThl CYUTAIOT, 4To 001ienoctynubie Wi-Fi cetu He
SIBJISIFOTCS 0€30MaCHBIMH.

CoBeTbI M0 6€30MACHOCTH padoTe B 001eT0CTYNHBIX ceTsax Wi-fi:
1. He nepenaBaii cBoro JUYHYHO MH(DOPMAIIUIO Yepe3 00IEeI0CTYITHbIS
Wi-Fi cetu. PaboTas B HUX, jKeJIaTeIbHO HE BBOAWTD MAPOJIU JIOCTYIIA,
JIOTHHBI M KAKUE-TO HOMEPA;

2. cnionb3yit 1 OOHOBJISIE aHTUBUPYCHBIE TPOTPAMMBI U

opannmayep. Tem caMbIM Thl 00€30MMacHIb ceOs OT 3aKaUKH BUpYyca Ha
TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun QyHkuuio «OO0muid 10CTyn K
daiinam u npuHTepam». JlanHas QyHKIUSA 3aKphITa IO YMOJIYAHHUIO,
OJIHAKO HEKOTOPbIE MOJIH30BATENN aKTUBUPYIOT €€ /IS y100CTBa
WCIIOJIb30BaHUs B pab0Te UK y4eoe;

4. He ucnone3yit nyonnunsii WI-FI niig nepegaun TMYHBIX JaHHBIX,
HaIpUMEDP JIA BbIXO/Ia B COIIUATIBHBIEC CETH WM B 3JIEKTPOHHYIO MTOYTY;
5. Unonw3yi# TonbKo 3amuiieHHoe coeaquaenue uepe3 HTTPS, a ve
HTTP, 1.e. npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B MoOmbHOM Tenedone otkitoun pynknuio «Ilogkmouenue k Wi-Fi
aBTOMaTu4ecku». He gomyckait aBTOMaTH4eCKOro MoAKII0OUYCHUS
ycTporicTBa Kk ceTsiM Wi-Fi 6€3 TBoero cornacus.

CoumanbHble CeTH

CoumanbHbIe CETU aKTUBHO BXOAT B HAIly KM3Hb, MHOTHE JIFOJIU
paboTaroT M )KUBYT TaM MOCTOSIHHO, a B Facebook y»xe 3apeructpupoBan
MUJIJTAAP YE€JIOBEK, YTO SIBJISIETCS OJHOM CEAbMOU BCEX XKUTEIIECU
nIaHeThl. MHOTHE MOJIb30BaTENIM HE TOHUMAIOT, YTO MH(pOopMaIus,
pa3MeIleHHAs KM B COIIMAJIBHBIX CETSIX, MOKET ObITh HaljieHa U
UCIIOJIb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTEIbHO ¢ O1arumMu
HaMEPECHUSIMHU.

OCHOBHBIE COBETHI 10 0€30IMACHOCTH B COLIMATBHBIX CETSX:

1. Orpanuyb CIIUCOK Jpy3ei. ¥ TeOs B Ipy3bsAX HE JOJIKHO OBITh
CIIyYalHBIX U HE3HAKOMBIX JIFOJICH;

2. 3amuInai cBo 4acTHYIO *K13Hb. He ykaswiBait maposu, TeiaedoHsl,
azpeca, 1aTy TBOErO POXKICHUS U APYTYIO JTUYHYIO UH(DOpMAIIHIO.



3710yMBIIIJIEHHUKH MOTYT UCTIOJIB30BaTh Aake HHGOPMAIUIO O TOM, KaK
TBl ¥ TBOU POAUTEIIN TUIAHUPYETE MTPOBECTU KAHUKYJIBL,

3. 3ammuiai CBOI0 peIyTaiuio - ASPKU €€ B YUCTOTE U 3aj7iaBaii cede
BOIPOC: XOTEJ ObI ThI, YTOOBI APYTHE MOIH30BATEIN BUACIH, YTO ThI
3arpyskaemb? [logymaii, mpexae 4em 4To-TO ONMyOJIMKOBATh, HAMTMCATh
Y 3arpy3UTh;

4. Ecny Tbl TOBOPHIIB C JTIOJABMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH
CBOE peaIbHOE UM U APYTYIO JIMUYHYIO HH(OPMAIIUU: UMS, MECTO
YKUTEJNBCTBA, MECTO y4€OBI U IIpOYEe;

5. N36eraii pasmernienus pororpaduii B UnTepHete, r/ae Thl H300paxeH
Ha MECTHOCTH, 110 KOTOPOM MOYKHO ONPEAEIUTH TBOE MECTOIOJIOKECHUE;
6. IIpu peructpaiuu B COlIMaIbLHON CETH HEOOXOIUMO UCTI0JIb30BaTh
CJIOXKHBIE TIAPOJIH, COCTOSIIHE U3 OYKB U (P U C KOJIMUYECTBOM 3HAKOB
HE MEHee §;

7. dns counanbHOM CEeTH, MOYTHI U APYTUX CAUTOB HEOOXOAUMO
UCIIOJIb30BaTh pa3Hble napoiu. Toraa eciiv Te0st B3JIOMAIOT, TO
3JIOYMBILUIEHHUKH MOJIY4YaT JOCTYH TOJIBKO K OJTHOMY MECTY, a HE BO
BCE Cpasy.

DJIEKTPOHHBIE JEHBIU

DIEKTPOHHBIE IEHBI'Y — 3TO OYEHb YJIOOHBIN CIIOCO0 IIATEXKEN,
OJIHAKO CYIIECTBYIOT MOIICHHUKHU, KOTOPBIE XOTST MOJYYUTh 3TH
JICHBT'H.

DJIEKTPOHHBIE AEHBI'Y NOSBUJINCH COBCEM HEAABHO U UMEHHO H3-3a
3TOr0 BO MHOTHX IOCYJIapCTBAX JI0 CHX MOP HE MPOIMKUCAHO PO HUX B
3aKOHax.

B Poccuu ke oHM (QyHKIIMOHUPYIOT M O HUX YK€ MPOIMUCAHO B 3aKOHE,
II€ UX Pa3AeisiiOT Ha HECKOJIBKO BUJIOB - aHOHMMHBIE 1 HE aHOHUMHBIE.
Pa3zHuiia B TOM, YTO aHOHUMHBIE - 3TO TE€, B KOTOPBIX PA3pPEUIACTCA
MPOBOJUTH Olepalvu 03 UIeHTU(OUKAIINY TTOJIh30BaTENs, a B
HEaHOHUMHBIX UIACHTU(PHUKAIIUN TTOJIb30BATEIIS SBIISIETCS 00s3aTEIHLHOM.
Takoke cienyert pa3nuyaTh 3JIEKTPOHHBIE (PUATHBIC IEHBIU (PaBHBI
rOCY/IapCTBEHHBIM BaJTIOTaM) U DJICKTPOHHBIC He(HATHBIC ICHBIU (HE
PaBHBI TOCYIAPCTBEHHBIM BAJIKOTAM ).

OCHOBHBIE COBETHI 110 O€30MacCHON PadOTE C IEKTPOHHBIMU ICHIAMH:
1. IIpuBsku K cyeTy MOOUIBbHBIN TeaedOoH. ITO caMblil yI0OHBIHN U
OBICTPBIN CIOCOO BOCCTAHOBUTH IOCTYN K cueTy. [IpuBsizaHHBIM
Tene(OoH MOMOXKET, €CIU 320y Iellb CBOM MJIATEKHBIA MapOJib UIH
3alJICIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yii oiHOpa3oBkie apoiu. [locie nepexoa Ha yCUIICHHYTIO



aBTOPH3AIMIO TeOE y)Ke HE OyAeT YrpoKaTh OMACHOCTh KPaKH HIIH
IepexBaTa IUIATEXHOTO MapOJIs;

3. BeiOepu cioxHbIl m1apodib. [IpectynHukaM OyeT He IIPOCTO yrajaaTh
CJIOKHBIY MapoJib. Hasie:kHpie maposm — 3TO mapoJiv, KOTOpPbIE
coJiepKaT HE MEHee 8 3HAKOB U BKJIIOYAIOT B CEOsI CTPOYHBIE

Y TIPONUCHBIC OYKBBI, ITU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHUE KaK 3HAK
noJinapa, pyHTa, BOCKIUIATEIbHbIN 3HaK U T.I. Hampumep, StROng!;;
4. He BBOIM CBOM JINYHBIE JAHHBIE HA CAUTAX, KOTOPBIM HE JOBEPSCIIb.

JJIEKTPOHHASA IM0YTA

DJIEKTPOHHAS 10YTa — 3TO TEXHOJOTHS U MPEAOCTABISIEMBIE €10 YCIYTH
0 MIEPECHIIKE U MOTYUYCHHIO AIIEKTPOHHBIX COOOIIEHUM, KOTOPHIE
pacnpenenstoTcs B KOMIbIOTEpHOM ceTh. OOBIUHO JIEKTPOHHBIM
MOYTOBBIN MUK BBITJISAUT CIAETYIOMNUM 00pa3oM:
UMs_TI0JIh30BaTENSI(@UMsI_JIOMEHa. Takke KpoMme Iepegadn mMpoCcTOoro
TEKCTa, UMEETCS BO3MOXKHOCTh NepeiaBaTh (hailibl.

OCHOBHBIE COBETHI 10 O€30MaCcCHO# PabOTE C IEKTPOHHOM MOYTOI:

1. Hago BeIOpaTh mpaBUIIbHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MTOYTOBBIX CEPBUCOB, OJIHAKO JTYyYIIIe
JIOBEPATH TEM, KOTO 3HAEIIb U KTO MEPBbIM B PEUTHHTE;

2. He yxa3pIBail B IMYHON NOYTE JIMUHYIO HHPopManuio. Hanpumep,
Jdy4lie BbIOpATh «MY3bIKaJIbHBIN (aHaT(@» unu «pok2013» BMecTo
«reMal3»;

3. Mcnonp3yl IBYX3TAIHY aBTOPU3ALHIO. JTO KOT1a TOMUMO NapOoJIs
HY>KHO BBOJIMTH KOJI, TPUCHITIaeMbIi 1o SMS;

4. Be1bepu CI0XKHBIN apoJib. J{Jisg KaK10ro MoYTOBOTO SIHMKa JOJDKEH
OBITh CBOM HAJICKHBIN, YCTOWYUBBIN K B3JIOMY MapOJIb;

5. Eciiu ecTh BOBMOXKHOCTh HAUCATh CAMOMY CBOM JIMYHBINA BOTIPOC,
VICTIOJIB3YU 3Ty BO3MOXHOCTb;

6. Mcnonp3yl HECKOJBKO MOYTOBBIX SINIUKOB. [IepBbIN 4151 4aCTHOM
MEPENUCKU C aipecaTamMu, KOTOPBIM Thl JOBEPSIEIIb. ITO SJICKTPOHHBIM
aJpec He HaJI0 UCIOJIb30BaTh MPU PETUCTPAIIUU HA PopyMax U caillTax;
7. He oTkpbIBaii paidsibl U Apyrye BIOKEHUS B MUChbMax JaXKe €CJIU OHU
MPUIIIA OT TBOUX JIpy3el. JIydie yTouyHr y HUX, OTHPABIISUIA JIU OHU
Tebe 3Tu (paiiisl;

8. [Tocne okoHYaHUs1 pabOThI HA TOYTOBOM CEPBUCE MEPE]l 3aKPhITUEM
BKJIAJKH C CAaliTOM HE 3a0yb HaXKaTh HA «BBIATHY.

KubepOyniuHr uiu BUPTyallbHOE U3/1€BATEIHLCTBO

KubepOynnuHr — npeciegoBaHue COOOIIEHUSIMHU, COJICPKAIUMUI



OCKOpOJICHHUS, arpecCulo, 3allyTUBaHNE; XyJIUTaHCTBO; COLIMATILHOE
OOMKOTHUPOBAHHUE C TTIOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.
OCcHOBHBIE COBETHI 10 OOPHOE C KMOSPOYIIMHIOM:

1. He 6pocaiics B Ooii. JIydmmii crioco0: TOCOBETOBATHCS Kak ce0s
BECTH U, €CIIU HET TOTO, K KOMY MOXXHO OOpaTUTHCS, TO BHaUalle
yCHOKOUThCs. Eciii Thl HaUHEIIb OTBEYATh OCKOPOJICHUSIMU Ha
OCKOPOJIEHHUS, TO TOJIBKO €I11€ OO0JIbIIIE Pa30XIKellb KOHPIUKT;

2. YnpaBnsii cBoelt kubeppemnyTaiuei;

3. AHOHUMHOCTH B ceTh MHUMasl. CyIlleCTBYIOT ClIOCOOBI BBISICHUTD, KTO
CTOMUT 32 AHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJIUTaHCKUM 00pa3 BUPTyalbHOU KU3HU. IHTEpHET
(dbuKcUpyeT BCe TBOU JCUCTBUS U COXPAHSIET UX. Y JaIUTh UX OyAeT
KpalHe 3aTPyIHUTEIIBHO;

5. CoGmtofaii CBOM BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. UrHopupy#t enuHUYHBIN HeraTuB. OHOPA30BbIe OCKOPOUTEIIHHBIC
COOOIIEHUS JyUllle UTHOPpUPOBaTh. OOBIYHO arpeccus mpeKpariaeTcs Ha
HayaJabHOM CTaJIUU;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU
COOOIIEHUSIMH, B COLIMAIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKHU
OTHPAaBKU COOOIIEHUMN C ONIPEJEIECHHBIX aJPECOB;

8. Ecnu TbI cBUzETENb KNOEPOYIUIMHTa. TBOU EUCTBUS: BHICTYIIUTD
MPOTHUB IpeciieoBaTeNsl, TOKa3aTh €My, YTO €0 AEHCTBUS
OILICHMBAIOTCS] HETATUBHO, MOJJIEPIKATH )KEPTBY, KOTOPOIl HYKHA
MICUXOJIOTMYECKas MOMOIIb, COOOUIUTH B3POCIIBIM O (paKTe
arpeCCUBHOTO MOBEJICHUS B CETH.

MooOuabHbI TeJ1IePOoH

CoBpemeHHbIe cMapT(hOHBI U TJIAHIIIETH COJEPKAT B c€OE BIIOJIHE
B3POCIBIN (YHKIIMOHAI, U TENEPh OHU MOTYT KOHKYPUPOBATh CO
CTaIlMOHAPHBIMHU KOMITbIOTEpamMu. OIHAKO, CPEACTB 3aAIIUTHI IS
MOA0OHBIX YCTPOMCTB MOKA 0YEHb Masio. TeCTUpPOBAaHUE U TTOUCK
ySI3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak 1 [1K, To
K€ CaMO€ KacaeTcs U MOOMIIbHBIX MPHUIIOKECHUH.

CoBpemMeHHbIe MOOMIIBHBIE Opay3ephl YK€ MPAKTUUECKU TOTHATU
HACTOJIbHBIC AHAJIOTH, OJHAKO pacliupeHue (yHKIMOHANIA BICYET 32
c000i1 OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO 3aIUIIIEHHOCTb.

Jlaneko He Bce MPOM3BOIUTENN BBIMTYCKAIOT OOHOBJIEHHUS, 3aKPBIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJI1 0€30IMaCHOCTH MOOUJIBHOTO TenedoHa:



1. Huuero He siBIsieTCs MO-HACTOALEMY OeCIIaTHBIM. byb oCcTOpOXKeEH,
BeJlb Korja Tebe mpeaiaraoT OecIyiaTHbIH KOHTEHT, B HEM MOTYT ObITh
CKPBITHI KaKHUE-TO IJIATHBIC YCIYTH;

2. Qymait, mpexae ueM oTnpaButb SMS, hoto wiu Buaeo. Tol TOUHO
3Haelllb, IJI¢ OHU OYyIyT B KOHEYHOM UTOTE?

3. Heo0x0auMo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETO
cMapTdoHa;

4. cionb3yil aHTUBUPYCHBIE MPOTPAMMBI [ MOOMJIBHBIX TEIE()OHOB;
5. He 3arpyxai npuiio;k€Hus OT HEU3BECTHOTO UCTOYHUKA, BE/Ib OHU
MOTYT COJIEp>KaTh BPEIOHOCHOE IPOrpaMMHOE 00€CTICUeHUE;

6. Ilociie TOro kak Thl BBIMAEIIb C CAUTA, TI€ BBOWII JINYHYIO
uH(popmaIuio, 3aiiiM B HACTPOUKHU Opay3epa u yaanu cookies;

7. Ilepponnyecku NpoBEPSIA KAaKUE MJIATHBIEC YCIYTH AKTUBUPOBAHbBI HA
TBOEM HOMEDE;

8. JlaBaii cBOMi HOMEp MOOMJIBHOTO Telie(oHa TOJIBKO JOISIM, KOTOPBIX
ThI 3HACIIb U KOMY JIOBEPSIEIIb;

9. Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTJIa Tl UM HE TOJIb3yEIIhCS.
He 3a0bIBaif HHOT1a POBEPSITH ITO.

Online urpsi

CoBpeMEHHbIC OHJIAMH-UTPHI - ITO KPACOUYHBIE, 3aXBATHIBAIOIINE
pa3BieyeHUs], OObEIUHSIONINE COTHU THICAY YETIOBEK M0 BCEMY MUDY.
Wrpoku uccieayoT JaHHBIA UM MUP, OOIIAIOTCS IPYT C APYTOM,
BBITIOJTHAIOT 3a1aHUs, CPAKAIOTCSI C MOHCTPAMH M TIOJIYYarOT OTBIT. 3a
YAOBOJILCTBUE OHU IIJIATAT: MOKYIAIOT JUCK, OMUIAYMBAIOT A0OHEMEHT
WJIU TIPUOOPETAIOT KaKHUe-TO OTIIUH.

Bce 3Tu cpeactBa uayT Ha mojAjAepKaHUE U PA3BUTHE UTPHI, a TAKKE Ha
caMy 0€30MacHOCTb: COBEPIIEHCTBYIOTCS CUCTEMbI aBTOPU3ALINH,
BBIITYCKAIOTCSl HOBBIC MaT4M (LIU(POBBIC 3aIIATKHU IS TPOTpaMM),
3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B noo0HBIX Urpax CTOUT OMacaThCsl HE CTOIBKO CBOMX CONIEPHUKOB,
CKOJIBKO Kpa)kKi TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMA
aBTOpHU3alUU OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO UTPOBOTO AKKAyHTA!

1. Ecnu npyToii Urpok BeaeT ce0s MIOX0 MU CO3/IaeT Tehe
HEMPUSITHOCTH, 3a0JIOKUPYHl €ro B CIIUCKE UTPOKOB;

2. Ioxamylicss aIMUHACTPATOPaM UIPbI HA TIJI0XO€ MTOBEAEHUE 3TOTO
UTPOKA, KeJaTeTbHO MPUIIOKUTh KaKHue-TO JOKa3aTeIbCTBA B BUJIE
CKPHUHOB;

3. He yka3piBaii TuuHyt0 nH()OpMaIuio B ipodaiiiie Urpsl;



4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnmBaii HeopuIIMAIbHBIC TTATYN U MO/IBI;

6. Mcrionb3y# CIIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsI UTPBI HE CTOUT OTKIIFOYaTh aHTUBUpPYC. [1oka ThI
UTPacllib, TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WIN KPasKa JUYHBIX JAHHBIX

OOBIYHOM KpaxKel JIEHET U JOKYMEHTOB CErOJIHS YK€ HUKOTO He
YAUBHUIIIb, HO C Pa3BUTUEM UHTEPHET-TEXHOJIOTHH 37T0yMBIIIUICHHUKU
NEPEMECTUIIUCh B UHTEPHET, U MPOJOJKAIOT 3aHUMAThCS «JTFOOUMBIM)
JEIIOM.

Tak nosiBUsIach HOBasl yrpo3a: HHTEPHET-MOIIICHHUYECTBA WU (DUIIIMHT,
TJIaBHAs 1€ KOTOPOTO COCTOUT B MOJYyUYCHUH KOH(UICHIIMATBHBIX
JIAHHBIX I10JIb30BATENEH — JIOTUHOB U napoJier. Ha anrnurickom
s3pike phishing unraercs kak guuuar (oT fishing — priOHast 0B,
password — napoJin).

OCHOBHBIE COBETHI IO 00PHOE C PUITMTHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciiu Thl TO103pEBaEIIb, 4YTO TBOS
aHKeTa OblJIa B3JIOMaHa, TO HEOOXO0AUMMO 3a0JIOKUPOBATH €€ U COOOIIUTh
aJIMUHUCTPATOpPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Vcnonw3yit Oe30macHbie BEO-CalThl, B TOM YUCIIE€, UHTEPHET-
Mara3uHOB U MOMCKOBBIX CUCTEM;

3. Mcnonb3yii ClIOXKHBIE U pa3Hble Taposu. Takum o0pa3oM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHU MOJIY4YaT JOCTYI TOIBKO K OJJHOMY
TBOEMY ITPO(UIIIO B CETH, & HE KO BCEM;

4. Ecniu Te0s B311OMAaIA, TO HEOOXOAUMO MPEIYyIPEAUTH BCEX CBOUX
3HAKOMBIX, KOTOPBIE I00aBJIEHBI Y T€0S B IPY3bsX, O TOM, YTO TE€Os
B3JIOMaJIM ¥, BO3MOKHO, OT TBOETO UMEHHU OYAET PacChlIAThCs CIlaM U
CCBUIKUA Ha(UIIIUHTOBBIE CAUTHI;

5. YcranoBu HanexHbii naposib (PIN) Ha MOOUIbHBIN TenedoH;

6. OTKIII04YM COXpaHEHUE Mapossi B Opaysepe;

7. He oTkpbIBaii paityibl U Apyrue BIOKEHUS B MUChbMaX JaKe €ClId OHU
MIPUIILIN OT TBOUX Apy3ei. Jlydille yTouHU y HUX, OTIPABIISUIH JIK OHH
TeOe 3TU Paibl.

udposas penyrauus

[Mudposas pemyTarus - 3T0 HETaTUBHAS WK MO3UTUBHASI HHOOpMAITUs
B ceTH 0 Tebe. KomnpomMetupyromas nuapopmaius pa3MelieHHas B
WHTEPHETE MOXKET CEPhE3HBIM 00Pa30M OTPa3UTHCS HA TBOEH peaibHOMI



xku3HU. «[{udpoBas pemyTtarusy - 3T0 TBOH UMUK, KOTOPBIH
dbopmupyetcs u3 nHGopManuu o Tede B UHTEPHETE.

TBOE MeCTO XKUTENBCTBA, YueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE,
O0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KHUX - BCE 3TO
HAKaIUIMBAECTCA B CETH.

MHorue noJapoCcTKH JIETKOMBICJIEHHO OTHOCATCS K IMMyOJUKAIUK JIMYHOU
nHopmaruu B IHTepHETE, HE TOHMMAs BO3MOKHBIX TTOCIEACTBUM. ThI
Ja)Ke HE CMOJXKEIIIb 0rafaThcs 0 TOM, uTo ¢oTorpadusi, pasmMenieHHas 5
JIET Ha3ajl, cTajga MPUYMHON OTKa3a MPUHSATH TeOst Ha padoTy.
KommenTapuu, pasmenienue TBoux Gororpaduii u npyrue neucTBus
MOTYT HE HCYE3HYTh JIAKE MOCJIE TOr0, KaK Thl UX YIAJIHIIb. 1Bl HE
3HaeIb, KTO COXpPaHWI 3Ty HH(popMaIrio, momnasia J1u OHa B IOUCKOBbBIC
CHUCTEMBI M COXPaHUJIACh JIU OHA, a TJIaBHOE: YTO MOIYyMaIOT O TeOe
OKpY’Karollee JIF0IU, KOTOPbIE HAUAYT U YBUAAT 3T0. Hantu
nH(pOpPMAIMIO MHOTO JIET CITYCTSI CMOJKET JIF0OOM - Kak U3 100phIX
NOOYK/I€HUH, TaK U C HAMEPEHUEM MPUYUHUTH BPEA. ITO MOKET OBITh
KTO YTOJTHO.

OCHOBHBIE COBETHI T10 3aIUTE UPPOBOI penyTaIlUN:

1. ITonymaii, npexe 4em 4To-TO MyOJIMKOBATh U MepeaaBaTh y ceOs B
0JIOre UiIu B COLIMATIBHOM CETH;

2. B HacTpoiikax nmpoduiis yCTaHOBU OIrpaHUYEHUsI HA TIPOCMOTP TBOETO
npoUIId U €ro COAEPKUMOr0, CIENIAN €ro TOJIbKO «JIJIs IPYy3€eiD»;

3. He pa3memniail u He yka3biBail MHPOpMAIKIO, KOTOPas MOKET KOTO-
00 OCKOPOJISITH MU OOMKATh.

ABTOpPCKOE MPaBo

CoBpeMeHHbIE IIKOJbHUKN- aKTUBHBIE TI0JIB30BATEIN HU(PPOBOTO
npoctpancTBa. OAHAKO JaleKO HE BCE 3HAIOT, YTO MOJb30BaHUE
MHOTMMH BO3MOKHOCTSIMH LIU(DPOBOTO MUpa TPEOyEeT COOTIOICHUS
IIpaB Ha MHTEJJIEKTYaJbHYIO0 COOCTBEHHOCTb.

TepMmuH «MHTEIIEKTYalIbHAsi COOCTBEHHOCThY» OTHOCUTCS K Pa3IUYHBIM
TBOPEHUSAM YEJIOBEYECKOT0 YMa, HAUWHAS C HOBBIX M300pETEHUN U
3HAKOB, 0003HAYAOIMX COOCTBEHHOCTh HA IPOIYKTHI U YCIYTH

, ¥ 3aKaHYUBasi KHUTaMH, potorpapusimMu, KUHOGUIbMaMU U
MY3bIKAJIbHBIMH ITPOU3BEACHUSMH.

ABTOpCKHE IpaBa - 3TO MIpaBa Ha UHTEIJIEKTYalIbHYI0 COOCTBEHHOCTh Ha
POU3BENICHUS HAYKHU, TUTEPATYPhl U UICKYCCTBAa. ABTOPCKHUE MTpaBa
BBICTYNAIOT B KAYECTBE rapaHTUHU TOTO, UTO
MHTEJUIEKTYaIbHbII/TBOPUECKUN TPY A aBTOpA HE OyAET HAIIPACHBIM,



JIACT €My CIIpaBeIMBbIE BOZMOXKHOCTH 3apab0TaTh Ha pe3yibTaTax
CBOETO TPY/a, MOJIYyYUTh U3BECTHOCTH U Mpu3HaHue. Hukro 6e3
pa3pelIeHus: aBTOpPa HE MOXKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHHUE,
PacIpoCTpaHsITh, MyOJUYHO TEMOHCTPUPOBATH, IPOIABATH,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJIUYHO UCTIOTHSATD,
MOKa3bIBATH/UCTIOJIHATE B 3Upe Win pasmeniatb B UHTepHeTe.
Hcronp30BaHUE «IUPATCKOTO» MIPOrPaMMHOI0 00ECIIEYEHUS MOKET
IIPUBECTH K MHOTUM PHUCKAM: OT IOTEPHU JAHHBIX K TBOUM aKKAayHTaM 0
OJIOKUPOBKHU TBOETO YCTPOUCTBA, I'IC YCTAHOBJICHHBIN HE JIeTaJIbHAs
nporpamma. He cTouT Takke 3a0bIBaTh, 4YTO CYIIECTBYET JIETAJIbHbBIC U
OecIuIaTHbIC MPOTPAMMBbI, KOTOPbHIE MOKHO HAWTH B CETH.

IHocTosAHHO KOHTPOJIUPYHTE HCcoJIb30BaHue UHTepHeTa Bamum
pedGeHKoM! ITo He HAPYLIIEHHE €r0 JUYHOT0 MPOCTPAHCTBA, 4 Mepa
NPEAOCTOPOKHOCTH M NMPOosiBJIeHHe Bamel poauTe/bCKol
OTBETCTBEHHOCTHU U 3200ThbI
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