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TEPMHWHBI U ONPEJAEJIEHUSA

Bbe3onacHocTh MePCOHAIBHBIX JAHHBIX — COCTOSHUE 3aIIMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX,
XapaKTepU3yeMoe CIOCOOHOCTBIO MOJIb30BATENCH, TEXHUYECKUX CPEACTB U MH(POPMAITMOHHBIX
TEXHOJIOTHI 00ecrneunTh KOH(PHUACHIUATbHOCTh, HEIOCTHOCTh U JOCTYIMHOCTh NEPCOHAIBHBIX
JaHHBIX TIpU UX 00paboTke B WH(DOPMAIMOHHBIX CHCTEMax TMEPCOHAIBHBIX JIAHHBIX.
JlocTyn B onepanMoHHYIO cpeay KoMnbioTepa (MHGOPMAIMOHHOM CHCTEMbI EPCOHAILHBIX
JAHHBIX) - TIOJIyY€HHUE BO3MOXXHOCTH 3alyCKa Ha BBITIOJHEHUE IITATHBIX KOMaHI, (YHKIIHA,
OpoLEAYp ONEPallMOHHOW CHUCTeMbl (YHHUYTOXKEHHS, KOMUPOBAHUS, MEpEMEIleHUs U T.IL.),
UCIIOJTHSIEMBIX daitnos MIPUKIIATHBIX porpamm.
Joctyn k uHGOpPMANMU — BO3MOXKHOCTH IOJIyu4eHUs HHGOPMALUKU U €€ HCIOIb30BAHMUS.
Hnentudgukanms - nNpucBoeHue CyObeKTaM M OOBEKTaM JIOCTyNa HMJICHTH(HUKAaTOpa U (M)
CPaBHEHME MPEIbSIBISIEMOr0 UACHTH(PHUKATOPA C MEPeUyHEM MPUCBOCHHBIX HACHTU(DUKATOPOB.
HNudopmanuonHasi cucreMa MNePCOHATbHBIX JAHHBIX — COBOKYIHOCTb COJEPXAIIUXCS B
0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M OOECIEYUBAIOIUX UX 00pabOTKy MH(OPMALMOHHBIX
TEXHOJIOTHIA u TEXHUYECKUX CPEICTB.
Hcrounnk yrpo3sl 6e3onacHocT MH(pOpManuu — cyObeKT JOCTYyNa, MaTepHallbHbII 00BEKT
Wi (pU3ndecKkoe SBJICHHE, SBISIONINECS MPUYMHON BO3HUKHOBEHHS YIPO3bl O€30MacHOCTH
HH(POPMAIUH.

Koutpoaunpyemasi 30Ha - 3TO MNPOCTPAHCTBO, B KOTOPOM HCKIIIOYEHO HEKOHTPOJIUPYEMOE
npeObIBaHHE COTPYIHUKOB M IOCETHTENEH omepatopa M MOCTOPOHHUX TPAHCHOPTHBIX,
TEXHUYECKUX u MHBIX MaTepuaTbHBIX CPEJICTB.
HecaHKIIMOHUPOBAHHBIA  A0CTYNl (HECAHKIIMOHMPOBAHHBIE JEWCTBHUS) — JOCTYNl K
uH(pOpPMAIINY WK IEHCTBUS ¢ HH(GOpMaNUe, HapyIIalye IpaBuia pa3rpaHuueHus JOCTYIa ¢
UCIIONIb30BAaHUEM INTATHBIX CPEICTB, MPEJOCTaBISAEMbIX HHGOPMAIMOHHBIMU CHCTEMaMU
MEPCOHAIIBHBIX JTAHHBIX.
O0padoTka mnepcoHAJTbHBIX JAAaHHBIX — Jt00O€ JeiicTBue (omepanusi) WIHM COBOKYIHOCTb
JIeicTBUil (omepaiuii), COBEpIIAEMbIX C HCIOIb30BAaHUEM CPEICTB aBTOMATHU3AIMM WU 0e3
WCIIOJIb30BAaHUS TaKUX CPEACTB C TEPCOHAIBHBIMU JaHHBIMH, BKJIOuUas cOOp, 3aIluch,
CUCTeMAaTH3aIlNI0, HAKOIJIECHUE, XpaHeHHe, YTOUHeHHe (0OHOBJIEHHE, N3MEHEHHUE), U3BJICUeHHE,
UCIIOJIb30BaHue, INepenady (pacnpocTpaHEHue, NpPeJoCTaBICHHE, JIOCTYM), 00€3IMYMBaHUE,
OJIOKMpOBaHUE, yAaJieHue, YHUUYTOXEHUE MEPCOHAIIbHBIX JTAHHBIX.
Omnepartop - rocyJapCTBEHHBII OpraH, MyHULIUNAIbHBIA OpPTraH, IOPUINYECKOE I (PU3NYECKOE
JUI0, CAMOCTOATEIbHO WM COBMECTHO C JPYTMMH JIMIIAMHA OpTaHu3ylomme u (WiH)
OCYIIECTBISIIOMNE O00pabOTKY TMEpPCOHANBHBIX [JAHHBIX, a TaKXe OMNpPENEAIomue Ieln
00paboTKH MEePCOHANBHBIX JAHHBIX, COCTAB MEPCOHANBHBIX JAHHBIX, MOAJIEKAIMNUX 00paboTKe,
JIENCTBUSA (omeparun), COBeEpIIIaeMble c MEepCOHATBLHBIMU JTaHHBIMH.
IlepconanbHublie gaHHBIE — JT00as WHGOPMANMS, OTHOCAIIASACS K MPSIMO WIM KOCBEHHO
OTIPENICTICHHOMY WJIM OMpeaeseMoMy (hU3ndecKoMy JINITY (CYOBEKTYy MepCOHATbHBIX TaHHBIX).
IHonb30BaTes b HH(POPMALMOHHOM CHCTEMBI NMEPCOHATBHBIX JAHHBIX — JIUIIO, YYaCTBYIOIIEE
B (YHKIIMOHUPOBAHUHU WH(DOPMAITMOHHON CUCTEMBI IEPCOHATILHBIX JAHHBIX WJIU HCIIOIB3YIOIIEe
pe3ynbTaThl ee (GYHKITMOHUPOBAHMUS.

IIpaBuia pasrpanuyeHusi AOCTYNAa — COBOKYIMHOCTh MPAaBWI, PErIaMEHTUPYIONIMX TIpaBa

JIOCTyTa CyOBEKTOB JIOCTyTIa K o0BEeKTaM JIOCTYyTIA.
Pecypc nngopManiuOHHOH CHCTEMBbI - UMEHOBAaHHBIN 3JIEMEHT CUCTEMHOT0, MIPUKIIATHOTO WU
armapaTHoro obecrieueHus (YHKIIMOHUPOBAHUS uH(OpMaAITMOHHON CHCTEMBI.

CpencrBa BBIYHCIMTEIBHOH TEXHHUKHM - COBOKYIIHOCTH IIPOIPAMMHBIX M TEXHMUYECKHX
AIIEMEHTOB cUcTeM 00pabOTKU AAHHBIX, CHOCOOHBIX (PYHKIMOHUPOBATH CAMOCTOATEIHHO WM B
cocTaBe IpPYTUx CUCTEM.



Cy0bekT nocryna (cy0ObeKT) - JIMIO WIM MPOLECC, JAEUCTBUS KOTOPOTO PErIaMEeHTUPYIOTCS
paBUJIaMU pasrpaHuyYeHUs JoCTyma.
TexHuyeckue cpeacTBa UH(POPMANMOHHOWH CHCTEMBI MEPCOHAJIBHBIX JAHHBIX - CPEJICTBA
BBIUMCIUTENbHON TEXHUKH, NTHPOPMAIIMOHHO-BBIYUCIUTEIbHbIE KOMIUIEKCHI U CETH, CPEICTBA U
CUCTEMBI Tepelayd, npuemMa U oOpabOTKM MEepPCOHAIBHBIX JAaHHBIX (CPEACTBA W CHCTEMBI
3BYKO3AIlUCH, 3BYKOYCHJIEHUS, 3BYKOBOCIPOU3BEICHHUS, IEPErOBOPHBIE U TEJICBU3UOHHBIC
YCTPOMCTBA, CPEACTBA W3TOTOBJICHHS, THPAXUPOBAHUS JTOKYMEHTOB U JIPYTHE TEXHHUYECKUE
cpencTBa oOpabOTKM peueBOH, TpadHuyuecKoi, BHAECO- U OYKBEHHO-IM(POBON HHGOpPMAIIHH),
MPOrpaMMHBIE CPEJCTBA (OTMEPAIMOHHBIE CHUCTEMbI, CUCTEMBI YIpaBJICHHs 0a3aMu JaHHBIX U
T.IL), CcpeAcTBa 3aIHUThI nH(pOpMaIUH.
Yrpo3sl 06€30MacHOCTH MEPCOHATbHBIX JAHHBIX — COBOKYIHOCTh YCJIOBHH UM (PAKTOPOB,
CO3/AIOIIUX OMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE CIIy4allHOTO, JOCTyma K
MEPCOHAIBHBIM JaHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET CTaTh YHUYTOXKCHHE, W3MCHCHHE,
0JIOKMpOBaHKE, KOMUPOBAHUE, PACTIPOCTPAHEHUE MTEPCOHATBHBIX JTaHHBIX

Vazsumocts UCIIAH — HemocTaTok WM ciaboe MECTO B CHUCTEMHOM WM TPHUKJIATHOM

IPOrPaMMHOM (TIporpaMMHO-anapaTHOM) oOecrnieueHun ABTOMATH3UPOBAHHOM
UH()OPMALIMOHHOM CHUCTEMBI, KOTOPOE MOXKET OBITh MCIIOJB30BAaHO JJIS pealM3aldd YIPO3bl
0e30IMacHOCTH IT/1H.

LenocTHocTh MHGpOpMAaLUK - cOCTOsIHIE MHGOPMAIUHU, TPU KOTOPOM OTCYTCTBYET Jito0oe ee
U3MEHEHHE JHM00 U3MEHEHUE OCYIIECTBISAETCS TOJIbKO IpEeAHAMEPEHHO CyObeKTamu,
MMEIOLIMMH Ha HEro Ipaso.

NEPEYEHb COKPAIIIEHU
ABIIO — anTuBHpyCHON IpOorpaMMHOE 0OecriedeHue
APM — aBroMari3upoBaHHOE pabouee MecTo
NCTIIH — nHdopMaloHHast cucTeMa IMepCOHANTBHBIX TAHHBIX
JIBC — ntokasbHasi BIYMCIUTENbHAS CETh
HCJI — HecaHKIIMOHMPOBAHHBIN TOCTYII
OC — oneparmoHHas cucrema
IT/I1 — nepcoHaIbHbIE JaHHBIE
I1O — nporpammHOe obecrieueHne
C3U — cpencTBa 3auThl HHGOPMAITUH
C3I1du — cucteMa (moacucTeMa) 3alMThl IEPCOHATBHBIX JAHHBIX
TKY U — rexHrveckre KaHaIbl yTeUKy HHPOpMALU

VBIIJIH — yrpo3b1 6€301MacHOCTH TIEPCOHATBHBIX TAHHBIX



BBEJIEHUE

Hacrosmias [Tonmutuka nadopmarmonHoit 6e3omacHocty (panee [Homuruka) [BOY COII
No 22 r. Cepanu (manee Oneparop), pazpaboTaHa B COOTBETCTBUU C LIETSIMHU, 3aJa4aMH U
NPUHIUIIAMU 00eCTIeYeHUs1 0€30IaCHOCTH NIEPCOHANBHBIX JTaHHBIX.

[Tonutuka pa3paboTaHa B COOTBETCTBHH C TPEOOBAHUSIMH HOPMATHUBHBIX JOKYMEHTOB:

- ®denepanpHoro 3akoHa ot 27 uwoisg 2006 1. Ne 152-D3 «O mepcoHaNbHBIX JaHHBIX» (B
pen.29.07.2017 r.);

- [ToctanoBnenuss IlpaButensctBa «OO0  yTBEepXKIACHUM TpeOOBaHMA K  3alIUTe
NEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMax IEPCOHAIbHBIX
mauabex» oT 01.11.2012r. Nel1119;

- [Tpukaza «O0 yTBEp)KIEHUH COCTaBa M COAEP’KaHHUS OPraHU3allMOHHBIX U TEXHUUYECKHX
Mep 10 o0ecrnedyeHuto Oe30MacHOCTH IMEePCOHANBHBIX JAaHHBIX @pU HX 00paboTke B
MH(POPMALMOHHBIX CHCTEMAaX MEePCOHANBHBIX TaHHBIX» OT 18 deBpans 2013 r. DCTOK N 21.

B Ilonutuke onpenenensl TpedoBanus k nepconany MCII/IH, cTeneHb OTBETCTBEHHOCTH
MepCcoHalia, CTPYKTypa M HEOOXOIUMBIM YpOBEHb 3alIUIICHHOCTH, CTaTyC M JIOJKHOCTHBIE
00513aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a oOecredeHue Oe30MaCHOCTH MEePCOHATBHBIX
nanubix B UCITJaYOY I'BOY COIL Ne 22 r. Cei3panu.

1. OO0uMe MoJI0KeHUSA

enpro Hactosmeit [ToauTuku sBisieTcs oOecreueHrue OS30IMacCHOCTH OOBEKTOB 3alUTHI
OmnepaTtopa OT BCeX BHAOB yIrpo3, BHENIHUX W BHYTPEHHUX, YMBIIUICHHBIX U
HenpeIHAMEPEeHHbBIX, MUHUMU3aIus yiiepoa oT BO3MOkHOM peanuzaruu Y BI1/IH.

Mepbl mo oOecriedyeHni0 0€30MaCHOCTH TEPCOHANBHBIX JaHHBIX HPUHUMAIOTCS JUIS
3aIUTHl IIEPCOHAJIBHBIX [JAHHBIX OT HEINPaBOMEPHOIO WIIM CIy4alHOro [JOCTylla K HUM,
YHUUYTOXKEHUS, U3MEHEHUs], OJIOKHPOBAaHUSI, KOMUPOBAHUS, MPEIOCTABICHUS, PaCIPOCTPAHEHUS
NEPCOHANIBHBIX JAHHBIX, a TAaKXX€ OT MHBIX HENPAaBOMEPHBIX JACUCTBUH B OTHOLIECHUU
IIEPCOHAIIBHBIX JTAHHBIX.

Nudpopmanuss W CBsI3aHHBIE C HEH pecypchl JOJDKHBI OBbITh  JOCTYNHBI  JUIs
aBTOPU30BAHHBIX NOJb30BaTeNEH. JIOIKHO OCYHIECTBIATHCS CBOEBPEMEHHOE OOHApy)XEHUE U
pearupoBanue Ha YBII/IH.

JIOMKHO ~ OCYHIECTBIIATBCS MPEJOTBpAIICHUE TPEAHAMEPEHHBIX WM  CIIy4alHBIX,
YAaCTUYHBIX WJIU MOJIHBIX HECAaHKIIMOHUPOBAHHBIX MOAM(DUKALNN MM YHUUTOXKEHUS JaHHBIX.

2.00JacTh 1eCTBUSA

TpeboBanust Hacrosuied IlomuTHKKM pacnpocTpaHSIOTCS Ha BCEX COTPYIHUKOB
Omnepatopa (IUTaTHBIX, BPEMEHHBIX, PA0OTAIOMIMX 10 KOHTPAKTY M T.II.), a TaKXKe BCEX MPOUYUX
a1 (MTOAPSAIYNKH, ayTUTOPHI U T.11.).

3. Cucrema 3AIIIMThI NEPCOHAJIBHBIX JaHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1[{H), cTpouTcs HA OCHOBAaHHUU:
— [epeyHs NepCOHANbHBIX JAHHBIX;
— YaCTHOW MOJIENIM aKTyaJIbHBIX YTPO3 U BEPOSITHOI'O HAPYIIUTES;
- MOJIOKEHUS O pa3rpPaHUUYEHUH IIPaB JOCTyNa K IEPCOHAILHBIM JaHHBIM;

— HopMaTuBHBIX 10KyMeHTOB PCTOK un ®Cb Poccun.
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Ha ocHOBaHMM 3THX TOKYMEHTOB ONpeAessieTcss HEOOXOIUMbIN yPOBEHB 3alUIIIEHHOCTH
IT1a xaxmoit MCIIn Onepatopa. Ha ocHOBaHMM aHalM3a aKkTyaJbHBIX YIpo3 0€30MMacHOCTH
IT/TH oncanHoro B YaCTHOM MOJENM AKTYyaJIbHBIX YIPO3 M BEPOSATHOIO HapYILIUTENs, NEIaeTCs
3aKJII0OYEHHE O HEOOXOAMMOCTH HCIOJIb30BAaHUS TEXHMYECKHX CPEICTB U OPraHU3aLMOHHBIX
MeponpusaTHid s obecnieueHus: 6ezomacHoctu 11/IH. BoiOpannbie He0OX0UMBIE MEPOIIPUATHUS
oTpaxatorcss B IlimaHe MeponpusTHii 1O BHYTPEHHEMY KOHTPOJIIO 3a COOJIOACHUEM
0€30MaCHOCTH NEPCOHAIbHBIX TAHHBIX.

OpranuzanvoHHbIe MEPONPUITUS JOJKHBI BKIIIOYATh:
— MIPaBOBOE OCHOBAHME ISl cOOpa MEPCOHABHBIX JaHHBIX;
- orpeziesieHue OTBETCTBEHHBIX JIMIL 32 COOJI0IeHHEM Mep 0€3011acHOCTH;
- 3alIUTy NEPCOHANIBHBIX JaHHBIX, 00pabaThiBaeMbIX 0€3 CpEACTB aBTOMATH3AIUY;

- 3alllUTy TIIE€PCOHAJIBHBIX JAaHHBIX, 06p a0aTbIBa€MbIX C INPpUMEHCHUEM  CPCICTB
aBTOMaTHU3alluu,

- 3aIIUTy OOBEKTOB OT XHIICHHUS;
- 3aIUTy ChEMHBIX HAKOIUTEJICH, COIePIKAIINX ITePCOHATbHBIC TAHHEIC;
- BOTIPOCHI YHHUTOKEHUS TIEPCOHATLHBIX JaHHBIX.

B 3aBucumoctn ot ypoHs 3amumeHHoctd MCII/InH um axrtyansHbix yrpos, C3II1n
MOJKET BKIIIOYaTh CIEAYIOIUE TEXHUYECKUE CPENCTBA:

- 3alIUThI OT HECAHKITMOHUPOBAHHOI'O JOCTYIIA K IICPCOHAJIIbHBIM JJdHHBIM;
- aHTI/IBI/Ip}/'CHOI‘/‘I 3alllUThI 141 pa60‘lI/IX CTaHIMHU IOJIb30BaTEIICH 1 CCPBCPOB;

- MCIKCCTCBOI'O SKpaHUPOBAHUSA,;

OoOHapy’KeHHs BTOPKEHUH;
- KOHTPOJISI 3aIUIICHHOCTH IIEPCOHAIBHBIX IaHHBIX;

- Kpunrorpaduueckoi 3amuTsl HHGOpMALUY, IPU Nepeade 3amuinaeMoil HHpopMau
10 KaHaJlaM CBSI3H;

- 3aIIUTHI CPEBl BUPTYAIU3ALUU;
- 3amuTel oT yreuku o TKYU.

3.1. TpeooBanus k noacucremam C3I1/In
C3HZ[H MOJKET BKJIIOYATh B ce0s CJIeayromue nNoACUCTEMBI:

- Unentudukamum M ayTeHTU(UKAIUU CYOBEKTOB JoCTyna U OOBEKTOB JOCTYIA.
[Toncucrema obecrnieunBaeT NPUCBOEHHE CYObEeKTaM U OOBEKTaM JOCTYIa YHUKAJIbHOIO
npu3HaKka (MACHTU(PHUKATOPA), CPAaBHEHHE MNPEIBABISIEMOro CyObeKTOM (0OBEKTOM) JOCTyma
uAeHTU(UKaTOpa C TepeuyHeM TMPUCBOCHHBIX HUACHTU(UKATOPOB, a TaKkKe MPOBEPKY
NPUHAIICKHOCTH CyObeKTy (00BEKTy) JOCTyna MpeabsBIEHHOIO UM HWAEHTH(HKATOpa
(moaTBEpKACHUE TIOITTAHHOCTH).

- VYnpaBiaeHus JOCTYyIIOM CYOBEKTOB JocTyna K oObekrtam poctyna. lloacucrema
oOecrieynBaeT yMHpaBiCHUE MpPaBaMU U MPHUBHIETUAMHU CYOBEKTOB JOCTYIA, pa3rpaHUYEeHUE
JIOCTyTa CyOBEKTOB JIOCTyIa K 00BEKTaM JOCTYIa Ha OCHOBE COBOKYITHOCTH yCTaHOBIJICHHBIX B
UH(POPMALIMOHHON CHUCTEME MpaBWJI Pa3TPaHUYEHUs JIOCTYIA, a TakkKe 00ecreuynBaeT KOHTPOIb
3a cOOJII0JICHHEM 3TUX MPaBUII

— Orpanuyenust mporpammHoin cpeabl. [loncucrema oOecnednBaeT YCTAaHOBKY M (WIIH)



3aIlyCK TOJIBKO Pa3pelIeHHOro K MCIOJIb30BaHUIO B MH(OPMAIIMOHHON CHCTEME MPOrpPaMMHOTO
o0ecrneyeHns MM MCKIIOYaTh BO3MOXKHOCTb YCTAHOBKM M (MJIM) 3allycKa 3alpelieHHOro K
UCIIOJIb30BaHUIO B MH(OPMAIIMOHHON CHCTEME MTPOrPaMMHOTO 00ecreueHus

- Peructpanmu coOwitiii  O6e3omacHoctr. Ilogcucrema oOecrieunBaer cOOp, 3amuch,
XpaHEHHE U 3alIUTy MH(pOpMauu 0 COOBITUAX 0€30MacHOCTH B MH(POPMALMOHHON cucTeMe, a
TaK)ke BO3MOKHOCTH ITPOCMOTPA U aHAIN3a HHPOPMAIIMU O TAKMX COOBITUSAX M pearupoBaHKe Ha
HUX.

- AnTtuBupycHoit 3aumThl. [loacucrema obecrnieunBaeT oOHapykeHUuEe B MHPOPMAITMOHHOMN
CUCTEME  KOMIBIOTEPHBIX  MporpaMM  JMOO  HMHOW  KOMIBIOTEpHOM  uH(pOpMaluw,
NpeIHa3HAYCHHOHN /Il HECAHKIIMOHUPOBAHHOTO YHUYTOXXEHHUS, OJIOKMPOBAHUS, MOIUDUKAIIIH,
KONUPOBAaHUS KOMIBIOTEpHON MHGMOpManMM WIM  HEUTpaliu3allMd  CPEICTB  3aIIUTHI
uHpOpMaIINK, a TAK)KE pPearnpoBaHue Ha OOHAPYKEHHE ATUX MPOrpaMM U HHPOPMALIUH.

- O6napyxenus  (mpemoTBpamieHusi)  BTopxkeHui.  Ilomcucrema — oOecnedmBaeT
oOHapyKeHHe  JCUCTBUH B  WHPOPMALMOHHOW  CHCTEME,  HAlpaBJICHHBIX  Ha
HECAHKIMOHMPOBAHHBIA  JNOCTY K  HWHPOpMAIUU, CICIUaJIbHBICE  BO3ACHCTBHS  Ha
UHPOPMALIMOHHYIO CcHCTeMy W (WIM) TIepCOHANBHBIC JIaHHBIE B IENAX JIOOBIBaHHUSA,
VHUUYTOXKCHUS, WCKQKCHHUS W OJIOKUPOBAaHUS JIOCTYNA K TICPCOHAIBHBIM JaHHBIM, a TaKKe
pearupoBaHue Ha ITH JCHCTBUSI.

- KonTtponst  (aHanmuza)  3allMIIEHHOCTHM  IE€PCOHANbHBIX  JaHHbIX. lloacucrema
o0ecrieynBaeT KOHTPOJIb YPOBHS 3AIIMIICHHOCTH NEPCOHATBHBIX JAHHBIX, 00padaThIBAEMbIX B
UH(POPMALIMOHHOM cUCTeMe, IyTeM IPOBEACHUS CUCTEMAaTHMYECKUX MEpPONPUATHH M0 aHaIU3y
3alIUIIEHHOCTH WH(POPMALIMOHHON CHUCTEMBI W TECTHPOBAHUIO PAOOTOCIIOCOOHOCTH CHCTEMBI
3alUThI IEPCOHAIBHBIX JAHHBIX.

- ObecnieueHus: LEIOCTHOCTH HH(POPMALMOHHON CHCTEMbl U IEPCOHAJIBHBIX JIAHHBIX.
[Toncucrema obecneunBaeTr oOHapykeHHE (DAKTOB HECAHKIIMOHUPOBAHHOTO HAPYIICHUS
LIEJIOCTHOCTH MH(OPMAIIMOHHON CHCTEMBI M COJIepKallluXcs B HEW NMEpCOHAIbHBIX JAHHBIX, a
TaKXK€ BO3MOXHOCTH BOCCTAaHOBJICHUS I/IH(i)OpMaHI/IOHHOI\/'I CUCTEMbI U COACPKAIIUXCA B HeH
NEPCOHAIbHBIX JIaHHBIX.

- ObecrieueHnst JOCTYIMHOCTH TEpPCOHANBHBIX JaHHBIX. [loxcucrema obecrieunBaeT
AaBTOPU30BAHHBIM JOCTYN IMOJIb30BAaTEIEeH, MMEIOUIMX MpaBa MO AOCTYNY, K MEPCOHAIbHBIM
JaHHBIM,  cojepKalmuMcs B HMH(QOpPMAnmMOHHOW  cucTeMe, B  IUTaTHOM  PEXUME
(GyHKIIMOHUPOBAaHUS HH(YOPMALIMOHHON CUCTEMBI.

- 3amuTel cpenpl BupTyanusauuu. lloacucreMa HCKIIOYAeT HECAaHKIIMOHUPOBAHHBIN
JIOCTYIl K NEpCOHAJbHBIM JAaHHBIM, 00paOaThIBaeMbIM B BUPTYaJbHOM HHQPACTPYKTYpe, U K
KOMIIOHEHTaM BHMPTYyaJbHOW MH(PACTPyKTypbl U (WJIM) BO3JCICTBHE HA HHUX, B TOM YHUCIE K
CpeACTBaM YIpaBJIECHUS BUPTYyaJbHOW MH(QPACTPYKTYpOH, MOHUTOPY BHUPTYaJIbHBIX MalllUH
(runepBHU30py), CUCTEME XPaHEHUsI TaHHBIX (BKJIIOYAsi CHCTEMY XpaHEHHsI 00pa30B BUPTYaJIbHOM
UHPPACTPYKTYpPbI), CETH MNepedaydl AaHHBIX 4Yepe3 3JIEMEHThl BUPTYalbHON WM (u3nueckont
UHQPACTPYKTYphl, TOCTEBBIM  OINEPAlMOHHBIM  CHCT€MaM, BHUPTYyaJbHbIM  MalllMHAM
(KoHTelHepaM), CUCTEME U CeTH PEeIUIMKALUHU, TePMUHAIBHBIM U BUPTYaJIbHBIM YCTPOHCTBAM, a
TaK)Ke CHCTEME PE3EPBHOIO KOMMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

- 3amuTel TEeXHUUYECKHUX cpeactB. Iloxcucrema HCKiIIOYaeT HECAHKIMOHWPOBAHHBIN
JOCTYM K CTal[MOHAPHBIM TEXHUYECKUM CpEICTBaM, 00padaThIBAIOIIUM NEPCOHAIbHbBIE JTaHHbIE,
cpeacTBaM, oOecHeyuBalOUM (DYHKIIMOHUPOBAaHHE HH(OPMAIIMOHHONW CHUCTEMBI (Janee -
cpeacTtBa oOecrieueHHUs] (PYHKIIMOHUPOBAHMS), U B TOMEIIEHUS, B KOTOPBIX OHU TOCTOSHHO
pacnosaokeHbl, 00eCIIeYNBAET 3alUTy TEXHUUYECKUX CPEJICTB OT BHELUTHUX BO3JICHCTBUH, a TaKKe
3alIUTY MEPCOHAIBHBIX JAaHHBIX, MPEJICTABICHHBIX B BUJE HMH(OPMATHBHBIX AJIEKTPHUECKUX
CUTHAJIOB U (PU3MUECKHX TOJIEH.



— 3amuTel HHOOPMAIIMOHHON CHCTEMBI, €€ CPEACTB, CUCTEM CBSI3U W Iepeladyd JaHHBIX.
[Toncucrtema obecrieyuBaeT 3allUTy MEPCOHAIBHBIX  JAHHBIX MPU  B3aUMOJEHCTBUU
WH(OPMAIIMOHHONW CHUCTEMBI WM €€ OTICIBHBIX CEerMEHTOB C HWHBIMH WH(OPMAIMOHHBIMU
CUCTEeMaMHU U MH()OPMAIMOHHO-TEJICKOMMYHUKALMOHHBIMU CETSAMU MOCPEACTBOM MPUMEHEHUs
ApPXUTEKTYpbl HMH(DOPMAIMOHHOW CHUCTEMBI W TIPOEKTHBIX pEIICHUH, HaMpaBJICHHBIX Ha
obecrnieueHre Oe30MaCHOCTH MEPCOHATBHBIX JIAHHBIX.

- BoisiBieHuss WHIUAEGHTOB U pearupoBaHuio Ha HHX. [loxcucrema oOecneuuBaer
oOHapyKeHHe, WICHTU(PHUKAINIO, aHAJTU3 MHIMJICHTOB B MH()OPMAIMOHHOW CHCTEME, a TaKXKe
IIPUHATHE MEP 110 YCTPAHEHUIO U IPEAYIIPEKACHUIO HHIIUICHTOB.

- VYrpasnenus KoHpUrypanuein HWHPOPMAIIMOHHOW CHCTEMbI M CHCTEMOW 3aIlUThI
MEePCOHAIBHBIX AaHHBIX. [lofcucTemMa o0ecnieunBaeT yrpaBieHUe H3MEHEHUSIMU KOHDHUTypaItin
WH(OPMALIMOHHOW CUCTEMbl M CHCTEMbl 3allUThl IEPCOHAIBHBIX JaHHBIX, AaHAJIU3
MOTCHIIMATBHOTO BO3JICUCTBUS TUIAHUPYEMBIX H3MEHEHHMH Ha oOecrieueHue Oe30MacHOCTH
MIEPCOHAIIBHBIX JIAHHBIX, a TAK)KE TOKYMEHTUPOBAHUE ITUX U3MEHEHUM.

3.2. TMoan3zoBatenu UCIIOn

B UCIIJu Omnepartopa MOXHO BBIIECTUTh CICAYIOIIME TPYIIHBI TMOJb30BaTENCH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1H:

- agmuHuctpaTopsl 6e3omacnoctu UCITdH;
- nosb3oBatenu UCIT/IH;
— CHUCTEMHBIE aJIMUHUCTPATOPHI.

I[aHHBIe O rpymmiax HOJ'IL3OB3T€JICI‘/'I, YPOBHC UX OOCTYyIIa U I/IH(i)OpMI/IpOBaHHOCTI/I JOJIDKCH
OBITE OTpa’XCH B Ilonoxenun o pasrpaHUYCHUU IIpaB JOCTYyIIA K IICPCOHAJIbHBIM JaHHBIM.

Anmunuctpatopsl 6e3onacHocTulACIIIH:

AJIMUHHCTPAaTOpOM  O€30MacHOCTH  SIBISIETCS INTaTHBIM — coTpyaHuk  Omeparopa,
OTBETCTBEHHBIH 3a PpyHkimonupoBanue C3I1/IH, HazHavaeTcs npuka3zom Jupekropa.

AnMUHHCTpaTOp 0€30MacHOCTH 00J1a/1aeT CAeIyIOIUM YPOBHEM JJOCTYTIAa U 3HAHUI:
- oGnanaer npaBamu aamuHuctpaTopa UCII/dH;
- oOmnanaer noaHoi uHdopmarueit 06 UCITIH;

- UMeeT JIOCTYN K CpEICTBaM 3allUThl MHPOPMAIMA U TPOTOKOIUPOBAHMS M K YaCTH
KiroueBbIx anemenToB MCII/IH;

- HE MMEeT IpaB JocTyna K KOH(UIYpUPOBAaHUIO TEXHUYECKUX CpPEJICTB CETH 3a
UCKJIIOYEHHEM KOHTPOJIbHBIX (MHCIEKIMOHHBIX ).

AIIMI/IHI/ICTpaTOp 0e30IMacHOCTH YIIOJITHOMOYCH:

- pean30BbIBaTh MOJUTUKH Oe3omacHocT B uacTu Hactpoiiku CK3U, mexcereBbix
HKpPaHOB M CHCTEM OOHApY>KEHHUS aTak, B COOTBETCTBUM C KOTOPBIMHU IOJIb30BaTElIb IOJy4YaeT
BO3MOXHOCTH paboTatk ¢ anementamu UCII/H;

- OCYIICCTBJIATE ayJUT CPCACTB 3allIUThI;

- YCTaHABJIMBATh JOBCPUTCIBHBIC OTHOIICHHA CcBOCH SaHIHHIeHHOﬁ CETU C JpyrumMu
3allIUIIICHHBIMH CCTAMM.

[TonwzoBarens UCITIH

[Tone3oBarenem UCII/IH sBisierca wTaTHbIA coTpyaHUK Onepatopa, OCYIIECTBIISIOMIMMI
oOpabotky I1[In. O6pabdotka IIJIH BKIrO4YaeT: Bo3MOKHOCTH IpocMmotpa I1/IH, pyuHOil BBOJ



[T1x B cuctemy UCIIIH, dhopMupoBaHue CIIpaBOK U OTYETOB MO MH(POPMAINH, TOJyYCHHON U3
NCTI. Tlomp3oBaTenh HE WMEET IOJHOMOYHMH JI YNPaBICHUS MOJCUCTEeMaMH OOpabOTKH
nanubix u C3I1JH.

[Tonp3oBarens UCIT/IH o6amaet ciuenyomuM YpOBHEM OCTYyNA U 3HAHUMN:

— oOnanaer BCEMU HEOO0XOAUMBIMU aTpudyTamu (manpumep, aposem),
00ecIeunBarOIINMH J0CTYI K HEKOTOpoMy moaMHokecTBY [1/1H;

- pacrionaraeT KOH(UICHINAIBHBIMU JaHHBIMHU, K KOTOPBIM HMEET JIOCTYII.
CucreMHbIe aIMUHUCTPATOPBL:

CHCTEMHBIM aJMUHUCTPATOPOM MOXKET OBITh INTATHBINA COTPYAHUK Oreparopa MM JIUIa
CTOPOHHHX OpTaHHW3aIUii, OCYIIECTBISIONINX CBOM (PYHKIIMH HAa OCHOBAHWUHU JBYXCTOPOHHETO
noroBopa. CHCTEMHBI aIMUHUCTPATOP HE UMEET MOTHOMOYHUH JIJIsl YIIPaBJICHHS MOICHCTEMaMHK
00pabOTKM JaHHBIX U OE30MACHOCTH.

CHcTeMHBIN AJIMUHUCTPATOP O6J'IaIlaeT CJICAYIOIUM YPOBHEM JOCTYIIA U 3HAHUU:

- obnamaer 4YacThio HMHMDOPMANMM O CHCTEMHOM U TPHKIATHOM MPOrPaMMHOM
obecnieuenun UCIIn;

— o0rnanaer yacThio HH(OPMALIUK O TEXHHUUECKUX cpeacTBax u KoHpurypauuu UCIT/IH;

— uMeeT (PU3MYECKHil MOCTym K TEXHUYECKUM cpeAcTBaM 00paboTku uHbOpMalud M
CpEeICTBaM 3alUThI;

- 3HAcCT, 110 MEHBIIICH MCPE, OAHO JICTAJIbHOC UM JOCTYyIIA.

3.3. TpeOoBaHusi K MePCOHAJY MO 00ecTeYeHH IO
3amuTel [11n

Bce COTPYAHUKU OnepaTopa, SABIAOIIMUECA IT0Jb30BAaTCIIIMU I/ICHI[H, JOJIXKHBI YC€TKO
3HATb W CTPOIrO BBIINOJHATL YCTAHOBJICHHBIC IIpaBUJIa U 00s3aHHOCTU IIO AOCTYIy K
3aluyaracMbIM 00BEKTaM U CO6J'II-OI[€HI/IIO MPUHATOTO pEKUMa 0e30IMacHOCTH HI[H

IIpn BCTyIUIEHHH B JOJDKHOCTH HOBOT'O COTPYAHHUKA 3aMECTUTENb IUpekTopa no YBP,
KypUpPYIOIIMH HampaBieHue paboThl  JIAaHHOTO COTPYAHMKA, 00s3aH OpPraHHU30BaTh €ro
O3HAKOMJICHHE C  JIOJDKHOCTHOM  MHCTpPYKIMEH ¥  HEOOXOJMMBIMM  JTOKyMEHTaMH,
periaMeHTHpYoIMMH TpeboBaHus 1o 3aumrte I1/{H, a Takke 00ydeHrne HaBbIKAM BBITIOJIHEHUS
nporeayp, HeOOXOAUMBIX ISl CAHKIIMOHUPOBaHHOTO Hcnoiib3oBaHust UCIIIH.

CoTpynHHK JOJDKEH OBITh O3HAaKOMIJIEH €O CBeleHUusMH Hacrosied [lonuTtukw,
OPUHATHIX Mpouenyp padotsl ¢ anementamu UCI/Ix u C3I1/IH.

Cotpynauku OmnepaTopa, HCHOJIB3YIOLIME TEXHHUUECKHE CPEACTBA ayTEHTU(HUKAIHH,
JOJKHBI  O0ECIeUrBaTh COXPAHHOCTh WJIEHTU(PUKATOPOB (DJIEKTPOHHBIX KIIOYEH) M HE
nonyckate HCJ[ x HuUM, a Tak k€ BO3MOXXHOCTb MX YTE€PU WJIHM HCIOJIb30BaHUS TPETBUMU
munaMu.  [lonmp3oBaTeny  HECYyT  NEPCOHANBHYIHO — OTBETCTBEHHOCTh 33  COXPAHHOCTb
UICHTU(PHUKATOPOB.

Corpynnuku  Omepatopa  JIOJDKHBI  CIIEZIOBaTh  YCTAHOBJIEHHBIM  IIPOLEAYypaM
nojyiep>kaHus pexkuma 6esonacHoctd [1/IH mpu BeIOOpEe M HMCHOJIB30BAHUU Mapojel (ecnu He
HCIIOJIb3YIOTCS] TEXHUYECKUE CPEICTBA ayTEHTU(DUKALINH).

Cotpyanuku Oneparopa TOMKHBI 00eCIeYrBaTh HAAJIEKAIYIO 3alIUTy 000pYIOBaHMUS,
OCTaBIISIEMOTO 0€3 MPUCMOTPA, OCOOCHHO B TE€X CIIy4asxX, KOT/Ia B MOMEIICHUE UMEIOT JOCTYI
MOCTOPOHHUE Jinia. Bce momp3oBarenu AOMKHBI 3HaTh TpeOoBaHus 1o Oe3omacHoctu [1/IH u
MPOLEAYPHI 3aIIUTE 000PYAOBAaHMSI, OCTABICHHOTO 0€3 MPUCMOTpA, a TaKkKe CBOM 00S13aHHOCTH
1Mo 00ECIeYeHUIO TaKOW 3aIIUTHI.
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CoTpyaHHKAM 3alpelacTcs yCTaHABJIMBATh MOCTOPOHHEE MPOrpaMMHOE OOeCIcucHHE,
HOJKJII0YATh JTHYHbIC MOOMJIbHBIC YCTPOHCTBA M HOCHTENN MH(POPMAIIMH, a TaK )K€ 3alUChIBaTh
Ha HUX 3alIUIIaeMy0 HHPOPMAITHIO.

CoTpyaHukam 3amperaeTcs pasriamaTh 3aliiaeMyo HHPOopMaIIIo, KOTopasl cTajia UM
U3BECTHA IpH pabdoTe ¢ nHPOPMAMOHHBIME cucTeMamu Orneparopa, TPETbUM JIUIaM.

ITpu padote ¢ [1/In B UCIIJIH coTpynuuku OmnepaTopa 00s13aHbI 00€CTIEUNTh OTCYTCTBHE
BO3MOXKHOCTH npocmoTpa I1/IH TpeTbumu munamu ¢ MOHUTOpoB APM nnu tepmMuHanos.

IIpu 3aBepmienun paborel ¢ WMCII/In corpymanuku o0s3anbl 3ammtuth APM  nnun
TEPMHUHAJIBl C TOMOIIBIO OJOKHUPOBKM KJIOUOM WM SKBUBAJCHTHOTO CPEACTBA KOHTPOJIS,
HaIpUMep, TOCTYIIOM IO MAPOJII0, €CIIM HE UCTIONb3YIOTCS 00Jiee CHIIbHBIE CPEACTBA 3aIlUTHI.

Cotpynuuku Omneparopa AODKHBI OBITH TPOMH(DOPMUPOBaHBI 00 yrpo3ax HapyIICHUs
pexxuma Oe3omacHoctu [I/IlH U OTBeTCTBEHHOCTH 3a ero HapymieHue. OHU JIOJDKHBI OBITH
O3HAKOMJICHBI C YTBEP)KICHHOW (OPMAIBHON TPOLEAYPONH HANOXKEHUS JUCHUTUTHHAPHBIX
B3bICKAHUH Ha COTPYAHHUKOB, KOTOpbI€ HAPYLIWIM NPHUHATHIE MOJUTUKY U MPOLETYPHI
6e3onacuoctu [1]1H.

Cotpyanuku 00si3aHbl 0€3 MPOMEUICHHUS COoo0maTh 000 Bcex HAOIIOJaeMbIX WIH
MOIO3PUTENBHBIX ciaydasx padorel UCIIJIH, MOTyIIHX MOBIEYs 3a cO00# yrpo3bl 0€30MacHOCTH
[1/ln, a Takke O BBIABJICHHBIX HMH COOBITHSX, 3aTparuBarommx Oe3zomacHocTh [1JIH,
PYKOBOJICTBY MOpa3/ICICHHS U JIUIY, OTBEYAIOIIEMY 32 HEMEICHHOE PearupoBaHUEe Ha YTPO3BI
oe3omacuoctu I1/1H.

3.4. OTBeTCTBEHHOCTH COTPYAHUKOB

B cootBerctBUU co cT. 24 @enepanbHoro 3akoHa Poccuiickoit @enepanuu ot 27 urois
2006 1. Ne 152-®3 «O mnepcoHalbHbIX HaHHBIX» (pen.29.07.2017 r.) nuua, BUHOBHBIE B
HapylleHuu TpeboBaHuil aaHHoro denepasbHOro 3aKOHA, HECYT I'PaKJAHCKYIO, YTOJIOBHYIO,
aIMVHHMCTPAaTUBHYIO, AWCUMILUIMHAPDHYI0O M HHYK MPEAYCMOTPEHHYIO 3aKOHOJATEIbCTBOM
Poccniickoit denepanun OTBETCTBEHHOCTb.

HeiicTByromee 3akoHonaTenscTBO P® mo3BoiseT NpeaAbsABIATb TpeOOBaHUS 10
oOecnieueHn0 Oe30macHOi paboThl € 3amuiaeMod HMHQOpMalMed M IperycMaTpuBacT
OTBETCTBEHHOCTb 3a HapyIIEHHWE YCTaHOBJIECHHBIX NpaBWi 3KciutyaTauun OBM u cucrew,
HETPAaBOMEPHBI JTOCTYNn K WH(POPMALWHU, €CIH OTH JCHCTBUS TPUBEIN K YHHUYTOXKCHUIO,
0JI0OKMPOBaHUIO, MOJU(PHUKAIIMY HHPOPMALIMU WM HapyLIeHUIo paboTel DBM uiu ceteil (cratbu
272,273 u 274 YK POD).

Anmunuctpatopsl 6e3onacHoct MCIIJIH HecyT OTBETCTBEHHOCTh 3a Bce JAEUCTBUS,
COBEpUICHHbIE OT MMEHU MX YYETHBIX 3allMCeil WM CUCTEMHBIX YYETHBIX 3aluced, eciau He
JI0Ka3aH (pakT HECAHKLIMOHUPOBAHHOIO MCIIOJIb30BAHMsI YUETHBIX 3aIUCEH.

IIpn Hapywenusx corpyanukamMu Omneparopa — mnoas3oBarened HCIIJIH npasuin,
CBsi3aHHBIX C Oe3omacHocThio IIJIH, OHM HeCyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO
JIEUCTBYIOIIUM 3aKOHOAATeNbCTBOM Poccuiickoit deneparum.






